
Public Integrity Auditing through Trusted 
Third Party Auditor for Storage Security in 

Cloud Computing 
 

Prof. Nupoor M. Yawale , Prof. Nilima V. Pardakhe, Prof. Sushant A. Patinge 

 
 

Abstract— Cloud can provide service to access their applications and data from anywhere at any time and data should be fully secured as 
it is stored in encrypted form. Many users place their data on the cloud, so correctness of data and security is a prime conc ern. To ensure 
the correctness of data, we consider the task of allowing a third party auditor (TPA) for verifying the integrity of the data stored in the cloud. 
Data integrity checking is a decisive technology in cloudcomputing. TPA can save encrypted data on cloud and perform data integrity 
validation through challenge & challenge verification. Here, system supporting privacy-preserving public auditing and TPA to perform audit 
efficiently with Encryption Algorithm 

Index Terms— Cloud computing, Data Integrity, Encryption, privacy-preserving, public auditability, RC5 Algorithm, Third Party Auditor 
(TPA). 
                                                                            ——————————      —————————— 

1 INTRODUCTION                                                                     

1.1 Cloud Computing 
“The cloud will change IT as nothing before it has” and that is 
because the cloud offers businesses the opportunity to do 
more things faster and better.Cloud is a large group of inter-
connected computers, which is a major change in how we 
store information and run application[1]. The advantage of 
cloud is cost savings. The disadvantage of cloud computing is 
security. As security is not provided in cloud, many compa-
nies develop their unique security structure. The data which is 
placed on the cloud is accessible to everyone but security is 
not guaranteed. To ensure security, cryptographic techniques 
cannot be directly adopted. To avoid this problem, we intro-
duce a third party auditor to audit the user‟s outsourced data 
when needed. TPA performs the auditing task for each us-
er.[2]  
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Figure 1: Cloud Architecture 
 

1.2 Third party Auditor (TPA): 
Third Party Auditor is act as an inspector. To let off the burden 
of management of data owner, TPA will audit the data of client. 
TPA helps data owner to make sure that management of data 
will be easy and less burdening to data ownerand also his data 
are safe in the cloud.  
TPA has privileges to encrypt the user‟s data and save it on 
cloud. Also auditor can view data which is uploaded by various 
users. TPA can encrypt data and send it to Cloud service pro-
vider (CSP) for storage and auditor can view encrypted data of 
every user. 

Objectives: 
 To provide Data Storage Security. 
 To design a scheme, which will provide a monitoring 

system to preserve the confidentiality of the data. 
 To support data integrity & validation. 
 To established security for user‟s outsourced data. 

2 RELATED WORK 

2.1 Existing System: 
        
       Cloud improves due to centralization of data, increased 
security focused resources, etc., but concerns can persist about 
loss of control over certain sensitive data, and the lack of secu-
rity for stored kernels. Security is often as good as or better 
than other traditional systems, in part because providers are 
able to devote resources to solving security issues that many 
customers cannot afford. To securely introduce an effective 
third party auditor (TPA), the following two fundamental re-
quirements have to be met: 1) TPA should be able to efficiently 
audit the cloud data storage without demanding the local 
copy of data, and introduce no additional on line burden to 
the cloud user; 2) The third party auditing process should 
bring in no new vulnerabilities towards user data privacy. 
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We consider a cloud data storage service involving three dif-
ferent entities, as illustrated in Fig. 2.14: the cloud user (CU), 
who has large amount of data files to be stored in the cloud; 
the cloud server (CS), which is managed by the cloud service 
provider (CSP) to provide data storage service and has signifi-
cant storage space and computation resources; the third party 
auditor (TPA), who has expertise and capabilities that cloud 
users do not have and is trusted to assess the cloud storage 
service reliability on behalf of the user upon request. Users 
rely on the CS for cloud data storage and maintenance. They 
may also dynamically interact with the CS to access and up-
date their stored data for various application purposes. To 
save the computation resource as well as the online burden, 
cloud users may resort to TPA for ensuring the storage integri-
ty of their outsourced data, while hoping to keep their data 
private from TPA. 
 
      We consider the existence of a semi-trusted CS as [16] does. 
Namely, in most of time it behaves properly and does not de-
viate from the prescribed protocol execution. However, for 
their own benefits the CS might neglect to keep or deliberately 
delete rarely accessed data files which belong to ordinary 
cloud users. Moreover, the CS may decide to hide the data 
corruptions caused by server hacks or Byzantine failures to 
maintain reputation. We assume the TPA, who is in the busi-
ness of auditing, is reliable and independent, and thus has no 
incentive to collude with either the CS or the users during the 
auditing process. However, it harms the user if the TPA could 
learn the outsourced data after the audit. To authorize the CS 
to respond to the audit delegated to TPA‟s, the user can sign a 
certificate granting audit rights to the TPA‟s public key, and 
all audits from the TPA are authenticated against such a certif-
icate. These authentication handshakes are omitted in the fol-

lowing presentation. 
 

Figure 2: The architecture of cloud data Storage service 
 

 
2.2 Limitation of Existing System:  

 User's files are not encrypted on some open source 
cloud storage systems. So, privacy is not preserve. 

 The storage service provider can easily access the us-
er's files. This brings a big concern about user's priva-
cy.  

 The user has no supreme control over the software 
applications including secret data. User has to depend 
on the provider„s action, maintenance and admin it.  

3 SYSTEM IMPLEMENTATION 

3.1 Basic Idea: 
 
    The TPA will properly monitor confidentiality ofthe data 
and uniquely integrate it with encryption technique to achieve 
a privacy-preserving public auditing system for cloud data 
storage security while keeping all above requirements in 
mind. Extensive security and analysis shows the proposed 
schemes are secure.  
     Cloud computing can be applied to the data transmission 
security. If the data is stolen, there is no corresponding key to 
be restored. Only the TPA knows the key, the CSP do not 
know the key. User's privacy is protected because user's files 
are stored in encrypted form in cloud storage. 

 
3.2   System Implementation Methodology: 
 
     Cloud computing is evolving as a revolution. In cloud 
computing, cloud security is most challenging tasks. Cloud 
computing entrusts services with users data, software and 
computation on a published application programming inter-
face over a network. The cloud provides a platform for many 
types of services.  
To enable privacy-preserving public auditing for cloud data 
storage under the mentioned model, our system should 
achieve the following security and performance guarantees. 
Public auditability to allow TPA to verify the correctness of 
the cloud data on demand without retrieving a copy of the 
whole data or introducing additional online burden to the 
cloud users. Privacy-preserving to ensure that the TPA cannot 
derive users data content from the information collected dur-
ing the auditing process.  

 
 
 
 
 
 
 
 
 
 
 

 
Figure 3: TPA with Cloud Service Provider 
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In proposed method we use RC5 algorithm for encryption and 
decryption. Our protocol contains three main participants. As 
discussed above 
     
 (i) Third Party Auditor (TPA): The Third party auditor (TPA) 
has expertise and capabilities that cloud users do not have and 
is trusted to assess the cloud storage service reliability on be-
half of the user upon request. 
    (ii) User:The cloud user or data owner (CU), who has large 
amount of data files to be, stored in the cloud. Users rely on 
the TPA for cloud data storage and maintenance.To save the 
resource as well as the online burden, cloud users may resort 
to TPA for ensuring the storage integrity of their outsourced 
data and their data private. 
     (iii) Cloud Service Provider: Cloud service provider (CSP), 
provides data storage service and has significant storage space 
and computation resources. 
 
    We assume the TPA, who is in the business of auditing, is 
reliable and independent, and thus has no incentive to collude 
with either the CSP or the users during the auditing process.  
      
    One of the best ways to ensure confidential data is protected 
in the cloud is to utilize encryption for data. Almost all cloud 
service providers support encryption for data storage, but few 
offer support for data at rest. The cloud encryption capabilities 
of the service provider need to match the level of sensitivity of 
the data being hosted. To protect a user„s confidential data in 
the cloud, encryption is a powerful tool that can be used effec-
tively. Only user can confidently utilize cloud providers 
knowing that their confidential data is protected by encryp-
tion. 

4 ADVANTAGE 

i)The audit activities are efficiently scheduled in an audit  pe-
riod, and a TPA needs merely access file to perform audit in  
each activity. 
ii)  User can store any file or application on cloud and received 
the original decrypted data from cloud. 
iii) TPA can save encrypted data on cloud and perform data 
integrity validation through challenge & challenge verifica-
tion. 
iv)  CSP can provide simply the space for storing the file and it 
doesn‟t have privilege to see the content of file as it is stored in 
encrypted form. 

5 APPLICATIONS 

i) Clients would be able to access their applications and data 
from anywhere at any time and data should be fully secured 
as it is stored in encrypted form. 
ii) This system can be deployed in school for students. The 
admin will store electronic teaching materials on cloud serv-
ers. This will not only make it possible for students to use on-
line teaching materials during class but they will also be able 

to access these materials at home, using them to prepare for 
and review school lesson. 
iii) This system can be implementing in Banking Sector for 
storing confidential data on cloud.  
iv) The system can be used in various corporate applications 
which are seeking for the confidentiality & Integrity of the 
data in cloud environment.  
 

6 CONCLUSION 

    Cloud Computing is an area full of challenges and of para-

mount importance, is still in its infancy now, and many research 

problems are yet to be identified. System uses encryp-

tion/decryption keys of user‘s data and stores it on remote server. 

Each storage server has an encrypted file system which encrypts 

the client‘s data and store. The system ensures that the client‘s 

data is stored only on trusted storage servers and it cannot be 

accessed by administrators or intruders. TPA can perform audit-

ing tasks. Resulted encrypted method is secure and easy to use. 

Third party auditor can be a trusted third party to resolve the con-

flicts between the cloud service provider and the client. This re-

search paper provides data security using third party auditor. 

     We can implement this model in various cloud computing 

platforms to get the more efficient way of cloud computing such 

as SaaS, AaaS etc. we will alsowork on authentication of users 

password. In future, we can work for session key implementation 

for displaying the number of list uploaded by user and also dis-

play the encrypted image & multimedia messages. 

. 
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